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The analysis of IT market in Serbia indicates an increase in exports of IT services. Consequently, the need for
experts with competitive skills in modern information and communication technologies rises. International pri-
orities related to the application of IT in business and science until the year 2020 include: e-education, cloud
computing, mobile technologies, internet of things, ubiquitous and pervasive computing, social media, virtual
reality, and big data. Designing environment for providing IT services in these fields can be an opportunity for
the development of Serbian economy, because it does not require high infrastructural investments, only in-
vestments in education. This paper gives a proposal for leveraging higher education and lifelong learning in
Serbia, with respect to the demands of the IT market.
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1. Introduction

Development of information technologies (IT) has influenced the overall growth of all the economic sectors.
Nowadays, the IT sector makes around 5% of the European economy, while the European Union plans an
increase in investments in this sector. The Horizon 2020 programme for funding research and innovation
projects has a 25% higher budget for IT in comparison with the previous funding programmes . Priorities are
oriented towards new generations of computer systems, the future Internet, technologies for content creation
and distribution, robotics, micro and nano technologies . Most resources are invested in projects that have
direct market value and impact on the economy.

The global trends in information technologies influence the development of the Serbian economy. Despite
the economical crisis, the export in IT services has significantly increased in the past few years. Information
technologies and software development require highly qualified experts, and the need for IT specialists in
Serbia rises .

Study programmes in Serbia are slow in reacting on the market demand. The harmonization can be achieved
by improving the existing study programmes and designing new ones for both high and lifelong learning.
The goal of this paper is to propose a set of actions to foster university education in the field of information
technologies in Serbia, with respect to market demand. The proposal is based on designing an educational
environment for creating highly qualified IT experts, without large investments into infrastructure. New master
programmes with shorter study cycles are proposed, as well as permanent education programmes.

2. Analysis of IT market in Serbia

IT is a significant element of the economy development in Serbia, together with agriculture, energy,
infrastructure, tourism, and automotive industry. Telecommunications and information technologies
participate with 5.5% in the Serbian GDP . The value and the structure of the IT market in Serbia for the
period 2011-2015 is shown in Table 1. All the presented data are taken from the research conducted by
Mineco . Column v1 represents the value of IT market, while the v2 column represents the estimated potential
of the IT market. A significant difference between the existing and potential values can be noticed.
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Table 1. Serbian IT Market Value and Structure, 2011 and Potentials 2011-2015.

et shars ) A ot
IT market segment 2011 2(31)5 2(3;)5 2011 2(3:;-’ 2(3;;-’ 2(3:)5 2(3;;-’
IT Services 108.9 211.8 3255 257 295 32.1 18 31
System Software 24.3 42.0 60.5 5.7 5.9 6.0 15 26
Applications 29.2 49.4 711 6.9 6.9 7.0 14 25
Stiréegresys"ems and 207 418 539 | 70 58 5.3 ) 16
Personal computers 160.1 226.3 282.5 37.8 31.5 27.8 9 15
Peripherals 43.7 86.8 132.4 10.3 121 13.1 19 32
Networking equipment 27.3 59.8 88.7 6.4 8.3 8.7 22 34
Total 423.0 717.9 1.014.5 100 100 100 14 24

Although many Serbian companies develop software for their own needs, most of them are focused on
outsourcing. Software designed in Serbia is mostly produced for western markets, where most of purchasers
and customers are located. The most important products include software for automatic remote meter
reading, solutions for online betting and lottery, applications for communication, network equipment
software, and services in the field of advanced web development.

There were 554 enterprises and 6000 employees in the IT sector in Serbia in 2011 and the revenue was 200
million euro. The rapid growth of the IT sector is confirmed by the data given by the National bank of Serbia,
stating that the export of IT services in 2007 was € 62 million, while in 2012 it was € 185 million. The 2013
export is estimated to be € 200 million (Figure 1) .
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Figure 1: Export of computer and information services from Serbia (million of €).
Source: National Bank of Serbia

3. Analysis of education and employment in IT sector

According to the IDC study, employment in the IT sector in the world is expected to rise in the next 4 years
by 5.8 million of jobs, and 51% of all IT employees will be oriented toward software development.

Employment of IT experts in software development in Serbia rises by about 1000 positions annually, with the
recorded lack of experts in the fields of designing information systems in the Internet environment, and IT
management .
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Study programmes in information technologies are organized in 18 towns in Serbia, at 16 state faculties, 6
private faculties, and 13 vocational schools. In 2011, in the field of IT :

» 1773 students completed their undergraduate studies,

* 1827 students completed their master studies,

* 37 students defended their PhD theses.

In 2012, more than 10% (around 5500) freshmen enrolled study programmes in the area of informatics.

Study programmes in the field of informatics in Serbia are mainly created with respect to IEEE and ACM
curricula . The main deficiency of these curricula is that they are made for a longer time period (5-8 years or
longer) where the connection with IT trends and market demands is lost.

The analysis of the research and development of potentials in Serbia indicated that, despite the economic
crisis and low investments in science, there are several IT centres of excellence that can be competitive on
the world market .

Still, cooperation between educational institutions, research centres, and companies in Serbia is insufficient,
and so are investments in science. Teh results of research are not adequately transferred to the economy
and are not used to improve study programmes.

An indicator of development, success, and compliance of the IT market and education can be shown using
a ,knowledge triangle” whose elements are: education, research, and innovation. The analysis of information
flows in the knowledge triangle leads to conclusion that the role of the IT market is to materialize qualitative
and quantitative information provided by the users. On the other hand, the market should provide new,
measurable, high quality information in the form of new requirements, needs, and trends, where a dynamic
feedback among the stakeholders is created . Information from the IT market needs to be analyzed as
important factors when designing study programmes in IT, on all the levels of study.

4. Priorities in development of ICT until 2020 and potentials for Serbia

The newest trends in the IT market are a basis for developing education in the area of information
technologies. Programmes for funding scientific and research projects in the EU, the USA and other
developed countries, such as Horizon2020 and the OECD emphasize trends in the IT market that should be
studied and discussed : cloud computing, Internet of things, big data, mobile and pervasive computing,
robotics, micro and nano technologies. According to Gartners’ forecasts the market priorities are: Internet
of things, hybrid and personal cloud, software-defined anything (SDx), 3D printing.

New advanced technologies such as robots, 3D printing, and quantum computing are becoming reality .
Educational aims from the area of robotics are reflected in studying the elements that robots consist of and
empowering students’ abilities to use applications for robots and existing mechanical constructions. The 3D
printing is a technology used for designing complex 3D structures that can be used as a basis for a particular
shape. Micro and nano electronics are directed toward establishing new types of universal memory that
shouldn’t require electronic power for storing information . Quantum computing uses increased computer
power based on principles of quantum mechanics in order to support common problems, such as database
search, optimization issues, and solving bugs in source code. The main problems related to education and
research of advanced information technologies are reflected in the necessity for huge financial investments
in equipment and laboratories for conducting experiments and labs.

In Serbia, not all the above-mentioned advanced technologies could be developed due to the lack of funds
for investment in scientific research and development infrastructure. Given the current state and development
constraints, education in Serbia can be most improved by investing in technologies that do not require large
infrastructure investments, but represent a trend in the IT market :

* E-learning,

* Cloud computing,

* Mobile computing,

* Internet of things,
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 Ubiquitous and pervasive computing,
» Context aware computing,

¢ Social media,

* Virtual reality,

* Big data.

4.1 Distance education

The European Commission has defined four goals of education until the year 2020: achieving education
during life and mobility, improving quality and efficiency of education and training, promoting fairness and
social cohesion, and improving creativity, innovation and entrepreneurship .

Instead of just passively responding to changes in the environment, education should be the creator of
change. Today, the trend of democratization of formal and permanent education processes can be noticed.
Open online courses are new concepts that enable education and training via the Internet in various fields.
The courses are based on some of the existing academic courses that are recognized and respected in the
academic environment .

Numerous world leading universities such as Stanford and MIT offer free online courses for all interested
participants, who do not necessarily have to be the university students. Coursera (https://www.coursera.org/)
is one of the most popular aggregators of free online courses from various universities worldwide.

4.2 Cloud Computing

Cloud computing represents a new paradigm for delivering computing services. Cloud computing can be
defined as an abstract, scalable and controlled computing infrastructure that enables end-users to access
various computer applications . Services and data are stored in shared and scalable sets of resources.

There are three cloud computing service models (figure 2): Software as a Service (SaaS), Platform as a
Service (PaaS) and Infrastructure as a Service (laaS) . Software as a Service enables customers to use
software hosted on providers’ infrastructure. Platform as a Service is a model in which customers can use
applications they bought or developed themselves at the platform provided by a provider. Infrastructure as
service is a model in which clients are provided with hardware, processor power, memory, storage, operation
system, or similar. With respect to types of cloud infrastructure management, there are private, community,
public, and hybrid clouds .

Cloud Computing
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Figure 2: Cloud computing service models
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Leading universities in the world use private cloud infrastructure, and different combinations of service
models of cloud computing, in order to reduce significant financial investments in new computing
infrastructure. New services that allow students to use educational infrastructure and learning resources
easily and efficiently are being introduced .

4.3 Mobile computing

Mobile computing implies interaction between humans and computers that can be used on the move using
mobile communication, mobile devices and applications. Today, predominant is the usage of the so-called
“smart devices®, which is growing in comparison with the use of PCs . According to studies from 2013, the
most widely used mobile operating system is Android .

One of the key preconditions for the development of mobile computing is the existence of mobile
infrastructure. The Long Term Evolution (4G - LTE) brought an increase in bandwidth and decrease in the
data delay, which contributed to an increase in the number of mobile services users . At the same time, 4G
technology is developed with the aim to save energy and to extend mobile devices’ battery life . One of the
biggest challenges of the next generation of mobile networks is a significant increase in the number of
connected devices, that implies the need to increase bandwidth . In order to answer this challenge, the IEEE
and industrial consortia have developed new versions of standards for all types of mobile networks (WAN,
MAN, LAN, PAN). For instance, IEEE 802.11ac and |IEEE 802.11ad (Wireless Gigabit - WiGig) technologies
should enable data delivery at the speed of 7Gbps.

Mobile networks are used not only for communications among humans, but for M2M (Machine to Machine)

communication as well. Accordingly, mobile computing is part of a wider field of ubiquitous computing.
Figure 3 shows the relations between mobile computing and other technologies.
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Figure 3: Relation between mobile technologies and other technologies

Near-field communication (NFC) is one of the newest mobile technologies that enables interaction among
users and the environment .

Interaction between users and the environment is performed by bringing mobile devices close to objects
used in commerce, traffic, tourism, identification and security. This technology has huge potentials for
application at universities .
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4.4 Internet of things

Internet of things (loT) is a world in which physical objects are integrated into the information network and
they become active participants in business processes . In the last few years, the rise of the Internet usage
and the number of devices connected to internet is to be noticed. It is estimated that by the year 2015, the
number of connected devices will be three times greater than the world’s population and it will reach a
number of 50 billion .

Thanks to lower prices, various types of electronic devices, such as sensors and actuators, become available
to millions of users. These devices are able to connect to the global network and overcome the distinction
between the physical and the IT worlds . Wireless sensor networks are distributed systems that consist of
groups of different types of sensors interconnected by wireless communication network. The sensors are
distributed in space and autonomous. They are used to monitor different physical and ecological values
such as temperature, sound, vibration, pressure, motion, air pollution, etc. The sensors within the network
collect raw data that are to be processed later. Figure 4 shows the possibility of using the sensors for the
development of smart environments in the field of the Internet of things.

The development of the Internet of things is a prerequisite for the introduction of smart environments . Smart
environments can be considered as a digital ecosystem composed of two layers: 1) reality that involves
communication between people and everyday activities, and 2) virtual environment in which people and
objects interact via the Internet, their communication being achieved through different collaboration
technologies. Smart environments are : smart cities, smart grids, smart houses and smart classrooms.
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Figure 4: Application of sensors in the Internet of things
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4.5 Ubiquitous or pervasive computing

In the author defines ubiquitous or pervasive computing as ,improving the use of computers through the
physical environment, so that computers become virtually invisible to end users®. Ubiquitous computing
combines two trends: integration of computers with other devices and portability of computers. It represents
a new paradigm that enables collection and processing of data at any time and any place . Ubiquitous
computing applications can operate in a dynamic environment, and need to be sensitive to the context
(Context Aware).

Pervasive computing involves a number of small devices that have the ability to implement computer
operations and communications, such as smart phones, smart cards, sensor networks, GPS, RFID (figure 5).
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Figure 5: Ubiquitous Computing

Ubiquitous computing in education has influenced the emergence of the concept of ubiquitous learning,
which enables students to acquire knowledge anytime and anywhere . The environment for ubiquitous
learning integrates a mobile learning environment for e-learning using a computer in motion, smart phones,
sensors, and other devices .

4.6 Context-aware computing

Context-aware computing involves systems that recognize the characteristics of the environment and adapt
to the contexts in which the user is;. The context is determined by: location, potential users and available
nearby devices and resources. Figure 6 shows an example of a context-aware system.
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Figure 6: Context-Aware system
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In the context of education, a great potential of context-aware computing in development of context-aware
system and ubiquitous environment for learning and designing learning activities is also recognized.

4.7 Social media

Social media sites represent a class of web sites that allow social interaction between their users by using
Web 2.0 technologies . They are used in business and education, most often for purposes of sharing content,
opinions, experience, and trends. Social media allow a rapid exchange of information and interactivity,
increase the impact of direct marketing, improve branding, focus customer attention on the products of a
specific company, improve loyalty and trust programs, allow for the execution of market research and
competition tracking, strengthen customer service, improve reputation, help with finding employment, and
improve finding and communicating with personal and business contacts .

Aside from blogs, microblogs, and social web pages, social networks are the most commonly used social
media tool. Social networks represent a convenient environment for crowdsourcing . In the business context,
crowdsourcing allows a faster, easier discovery of solutions through brainstorming and gathering of relevant
information from individuals that participate in business activities. In the educational context, participants in
the learning processes can expand their knowledge by exchanging educational materials and experiences.

Higher education institutions have recognized the potential of social networks, and they are using them for
sharing educational materials, displaying informational messages, keeping communication with students
and among colleagues, and other purposes. Social networks are also used within the educational
environment as a medium for student relationship management and can play a significant role in
recommending high-quality professionals for jobs.

4.8 Virtual reality
Virtual reality represents a computer generated model of the real world presented in such a way that it should
be accessible to human senses. The information model of a real or virtual world is an abstract, mental image

conceived by its creator and stored on physical media. These media should allow storing and transfer of
information through time and space. Information flows in virtual reality are shown in figure 7.

Medium

! Experience
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Created
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Mental image Mental image
of creator of recepient

Figure 7: Abstractions and information flows in virtual reality
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3D modelling allows for a quick and simple construction of irregular and complex objects adapted for virtual
reality applications to be used for construction of models and structures in business and education.
Currently, there are no fully-defined standards for integration of the 3D content into the web and its
information infrastructure. Different proposals and methodologies for interface design exist, but there is still
none that give a clear definition for an interface that integrates hypertext and interactive 3D graphics . By
developing modern Internet technologies and standards like HTML5, CSSS3, jQuery, WebGL, and 3D
graphics, new possibilities for moving from standard, 2D web to 3D virtual reality-supported web appear.

Augmented reality is a form of virtual reality where a user can observe the real world in combination with
virtual objects . Unlike a virtual reality, the augmented reality does not replace the real world environment,
but uses it as a background .

Virtual reality is used in medicine, for visualizations in biochemistry, engineering, maintenance of complex
systems, for military purposes, in art, industrial design, etc. 3D worlds based on simulation models can also
play a significant role in the realization of educational processes . The application of visualization methods
can allow students and professionals to collaborate and communicate, develop and implement ideas, and
can increase theeffectiveness of the entire project .

4.9 Big Data

The “Big data” expression denotes the design and realization of reliable, distributed, and scalable
infrastructures for controlling, analyzing, sharing, storing, and transferring large amounts of data .
Dimensions relevant for Big Data include diversity, speed and volume. The data used for processing are not
structured and are stored in different formats, such as text, audio, video, clickstream, log files, sensor data,
etc. Data are often time sensitive and need to be delivered and processed quickly. Such data are usually
large in volume (larger than 1 terabyte), accordingly, the size can cause constraints in analysis .

The key problems related to Big Data are gathering, transferring, searching, sharing and distributing,
analysis, and visualization of data. Data are gathered using various sources - mobile devices, sensors and
sensor networks, log files, cameras, microphones, RFID readers etc. The cloud computing infrastructure
represents a suitable solution for storing, searching, and discovering knowledge in large amounts of data.
The infrastructure for Big data can be realized by using open source software such as the Hadoop
framework.

The Big data concept is applied in various sciences, such as biology, medicine, and physics , as well as in
university environments. The Big data study programs should include scientific, computing, analytical,
application, and security aspects. These programs can be modelled after the world most respected
universities like Stanford and MIT.

5. Proposals for improving IT education in Serbia

5.1 Study programmes for higher education

The educational domain can be placed in line with needs of the IT market by developing modern instructional
curricula in such a way that they follow current trends of the IT market. A rapid development of information
technologies and frequent shifts in IT markets should be taken as the basis for creation of new undergraduate
IT elective courses, new short-length study programs for master (1-2 years) and doctoral studies (3 years),
with all courses oriented towards following the trends and needs of IT markets. Short-length, IT-oriented study
programs in Serbia should encompass theory and practice in cloud computing, mobile computing, the
Internet of things, ubiquitous computing, context aware computing, big data, social media, and virtual reality.

The suggested structure for a single study programme for one-year master studies is presented in figure 8.
The study program encompasses two elective groups, one covering e-business technologies covering topics
such as Internet technologies, Internet of things, and mobile technologies, and the other covering topics in
the area of management in e-business.
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/Compulsory subjects

E-business — selected chapters

Internet marketing and social media
Study group: E-business technologies Study group: E-business
Internet technologies and systems Internet economy
Cloud infrastructure and services E-business management
M-business technologies E-business risk management
Internet of things — selected chapters E-banking
Concurrent and distributed programming E-education
Security methods in e-business E-government
Computer simulation and virtual reality Document management
Testing and software quality Supply chain management 2

Figure 8: The structure of the curriculum for one year master studies in the field of e-business

According to the presented trends in IT, master studies curricula should concentrate on a time period up to
year 2020. The curricula should be focused towards educating professionals for some of the most sought
occupations like software engineers, computer system analysts, big data engineers, web programmers,
and IT managers. The curricula of doctoral study programmes should be oriented towards performing
scientific research in specified domains.

The IT domains that are suggested for introduction into higher education programmes are based on the
infrastructure that does not require significant financial investments. The realization of the set goals can be
accomplished by participating in Tempus projects and cooperating with leading European universities that
have already launched the implementation of similar study programmes.

5.2 Permanent education

Considering the rapid advancement of science and technology, the basic required knowledge level of an IT
engineer increases daily and so does the need for permanent, lifelong education. The ability to recognize
the need for permanent education and the aspiration towards self-actualization represent two important
requirements for building a successful career in engineering. The basis for lifelong learning is established
through well organized study programmes and perpetuated through mentorship and cooperation
programmes. The final result is an engineer capable of implementing a working environment that enables
continuous education, improvement, and generation of new ideas .

In the report of the American national academy, “The engineer of 2020, engineers are encouraged to
perform continuous learning and the importance of permanent self-improvement to economical growth and
keeping the leading position in domains of IT application is stressed . A continuous development of key
competencies should be integrated as one of the most important goals in study programmes of higher
education institutions . Permanent education should be the answer of higher education institutions to the
dynamics and challenges coming from current socio-technological environment .

Until recently, permanent education of IT engineers in Serbia was mostly comprised of professional courses
organized within Cisco and Microsoft academies. However, a downward trend in frequency of the said
courses is apparent.

Numerous higher education institutions in Serbia have already defined programmes for the realization of
permanent education, but the number of actually implemented courses is relatively small. The adoption and
realization of permanent education university programmes in Serbia can have an impact on the
democratization of educational processes in accordance with market trends. Activities that can be applied
rapidly in order to improve permanent education are the following:
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* Compulsory permanent education for IT engineers employed in their field;

* Activities for promotion and raising awareness about the necessity and advantages of applying
permanent learning concepts;

» Compulsory realization of permanent education programmes within projects dealing with technological
development and integral and interdisciplinary studies funded by the Ministry of education, science,
and technological development, as well as within international projects;

» Creating an environment for the realization of open, free, online courses, as well as creating
partnerships with existing open courseware providers;

* Applying ubiquitous technologies for realizing permanent learning;

* Participating in international programmes for lifelong learning.

By realizing the suggested activities, the permanent education of IT engineers will contribute to the
improvement of their competencies, increase in productivity, and allow for a more efficient transfer of
technology and knowledge from the educational system and science to industry.

5.3 Improving scientific research

Investing in IT projects within the funding programmes of the Ministry of Education, Science and
Technological Development of the Republic of Serbia aims to develop human resources for science and
research. Professional scientists and application of their research in educational environment is important
for establishing a consistency between the IT market and the teaching curricula. However, a trend of investing
in human resources should be also directed to their retention in Serbia and enabling them to have a
professional or academic career according to their professions.

Excellence in science represents one of three priorities defined in the financing programme Horizon 2020 .
The main aim defined in this priority is improving and extending excellence of scientific research. The key
elements in providing scientific excellence are:

* establishing funds for supporting researchers in the most actual research areas;

* using modern technologies for supporting collaboration and communication between researchers and
scientific organizations, supporting interdisciplinary research, solving technological challenges and
supporting new ideas;

* developing infrastructure for scientific research until and after the year 2020 - providing key services
via e-infrastructure, accessing and managing scientific data, global infrastructure, using high
performance computing,

» fostering skills and developing careers of scientists, researchers and scholars.

The research area of information and communication technologies represents one of seven national priorities
in domains of science and technology, defined within a strategic document “Strategy of scientific and
technological development of the Republic of Serbia in the period from 2010 until 2015“. The key elements
in deploying this strategy are: developing and preserving talents, evaluating projects according to priorities,
a more flexible system of funding which supports priorities, establishing an inner collaboration network
between research organizations, institutes and university schools, partnership with society, industry and
diaspora, international community.

A special development opportunity can be the participation in international research projects. It is possible
to acquire funding for improving research and educational infrastructure in Serbia from these projects.
Research organizations should establish strategic partnerships with international institutions in order to
provide exchange of knowledge, material and human resources. Furthermore, ICT companies should be
stimulated to collaborate with research organizations. The Strategy of open-access is one approach which
can be used by research organizations in Serbia. It is based on dissemination of research results by enabling
open access to specific results of researches performed by the organization .

The recognition and reputation of Serbian IT scholars in the world can have a big impact on developing the
IT market in Serbia. The credibility of Serbian scientists and professionals worldwide can bring new
investments in Serbia and involve Serbian scientists and professionals in international research projects.
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A proposal for improving graduate education according to trends in information technologies is given in this paper. Most
important technologies that can represent a development opportunity for the Serbian industry are proposed. The following
technologies are analyzed: cloud computing, mobile business, the Internet of things, context aware computing, ubiquitous
computing, big data, social media and virtual reality. These technologies do not require huge infrastructural investments,
but only investing in education. Developing new study programmes for these areas can be significant for the upraise of
the Serbian industry and the Serbian society. Professional competences acquired by students can improve the level of

industry competitiveness on local and global markets.

By matching the needs of the IT market, adapting the current curricula and creating new curricula with respect to the
requests of modern IT industry, it is possible to increase the number of IT students and enforce relationships between
education, science and industry. If these proposals are accepted, the volume of Serbian exports of computing services and

software can reach a level of 5% of the Serbian GDP by the year 2020.
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